AR B IR 24 TAERRS AR

P 452 2 ARAF R 5 B ) — 1 2K

2025 FhR



B AFEIEMIR e 1
F—E EFRBIEETRERENEERE e, 1
=Skl T 70 0 L 1

B AT TR e 1
B T H ATBUIE A e 2
BT H B ITALE e 3
BT B ARAGIIMIERE oo 3

B BEREENIR oo 3

BT HEHLERE e 3
e T = o s OO OO 3
B BB M oo 4
T A BB E R B oo 5
BT H BB oo 5
ERH BN ER oo 6

BB BIEEER e 6

BB BN oo 7

BT B TIRRITIEEIE oo 7
BT B TR oo 7
B BT UH B TR oo 8

BT HEHMBEMBRERAR o 9
BT T EALT L oo 9
BH LA TEM oo 10
B A T K3 e 11
BOH B AR o 12
BHF B E AT e 13

G
[1]
ok
k=]
n)tr
W
e
it
%
RE
il
F.H.
;}ﬁ
=



R A |1

F—F JEFERRBXTHERENEEZRE

\/

AR AN S R Pl PSS AT Y NI W SN TR S S e IS T
WA B e RN A FE PR JR i, SRR e IR < VR BE IR,
Gr 5 HERE M 2% 22 RS BAL AR, 38— R A EAT T G R SO 280 R AR
I, RGEIRIE T AT A B A o [ L TSR 45 0 [ Y — R EORHR
ASEER TR, 2R T WIRFEE - B RGER) 1T B A5 18 50 T 90 45 o [ ) 2
A, DT AR 2% 2z e AN s B TARFE T 1 ATty A JR O TARATRE . >
I A5 9% T W 2% 5 [ ) 2 2 K8 AR 2 AR B L R . R R A A
JURM R A TREE AR N AR Wi 2 RGERE.

EE MIESEERIZEN

= (PN RILAE M 4% 24D
1. FERML 2 G ORI T . W P A S i ] B R N A
2. FARMZE i RS IR KNSRI E 5
3. PRCHE(E BAEMBEIEAT %4 WE L EFMN MM RN E
4. PR S S A ORI S I R e IR DT
5. FRARE S RG] 54Tk BB MU R M 7> T
= (RN RITE R =42
1. ERAGEA S
2. FARMIE 2RI P L
3. FRARECEALERE 55 A RIE A TUE



1]

1]

4. BRFECE AL S B MRS Pl AT R A A
TR R A B LR
6. TR EEE T UL =S IR LS5

~ (FEANRILMEANAE BRI

1. ERLEAD NGB RER

IR NG BB

TN NAEA NS BAL BRI ) o 1 AU

B NAE DAL 1) 3055 AR RIE ST
TR NG BRI LA SRS T A AR B 5T

ok W N

~ (IS = 2 E & p)

I AR CR DR N N EPS N E S SN

2. PR B A (1 2% HdlE 2 A TR ST AE

3. PR R 4 A A A ) BT AR AN N AT DA B B AT R B R
4. T IRMIZET G RS IR AE K 5

~ AHENE B RERZERI B

1. B ENUE B ARG % 2RI
2. FRECFEALE B ARG 10 55 R AL DA

S (RBRfE B AR B R 2R 51)

1. FRfEOCHS BIERA G 1) 2 X
2. PR S BRI IS S 1 X 5
3. TR AR KB IAT N AR N AR AR YRR T AT

s CTHEHLBRAF R KD

1. BB EAEBURRINE . DRI IIBR S B 2 AR AN 24T AR
2. TRICHATZARBUNAT N S R DA



—. AL EHEIME)

1. ERHIRNE 2 e AR HE

2. PRMEMLE LA E A AR

3. TEMZ g e AR
— (ERANTE RS EEETINE)
1. B AR NN TR B AR 5542 (18 T J I 25 e Ab BRI B 1 =38 5y 1 E
2. PR RN T REAR 55 4R I 3 N 24 8 ~F 1) A 55 RS
~ CEEME B RS EEHEEEEME)
1. BRI IR ST IR 1 55
2. 1RSI R 55 4R M S A e LR AE R DA
0. CHERME B RS RE & REEE)

1. HRARIRIE & OS5 1R A8 FIHoAR SCHF & 1) 3055

2. TR A B

|1l

F=F BARARAGRIERR

1. BEREAFEARN FHONVIE I EEA R

B e FERRHENA
B8 EHER

B BRI



1]

1.
2.

1.

2
3
4.
5

1.
2.
3.
4.

%w!\:e

~ SRR R

FER G RE PP BT I S A PR A5 M AT BT J
BB AL P BT AR B

~ T X REF B

PR, MR B K. 2BRMS

BRI R AR IR (R R -2 > B E S AORES K IX

BRI E R AR, DL R B
TR ARSI R

- FEIRGK S 2N ST 20Uk X

W BEREWM

- EABS

HREE . BdEooaR . BaEEi RS A X
BRFEFPPERE D AT S B R AR . ot 5k, DUAL SRS
BRI B S A R L RS, TR RO
FREAHT . By THG S A Sk a s N A

~ BRIEEEH

BRGMER NS BERM, 1R HIL A HR AT
MR S AP RS X, 1AL 75t
 VRBRRMMES . BEARRAE, TREN AR
EREYIR (AR KBS, pRRITE, TIN5

~ W5 =X
1. BRMER . — XORIOES A X)
2. PRfFESEA TR 5 R I
3. FEiR WA PR R PRSI R LX)
N
1
2

MBS R B

C FEREREOE . TR i i K Se L5 v e XA

4



=T BRIERG

—. EEHE
1. ERfFRAE RGN E X5 LR O IhE
= HEEH
BN S. R LSRRI 5]
R R (1 TUROIR S S e ik
FE RO 0 ZEEAF
B AR MBS S L S R A X
e
1. B E B BES AN 1 2 Bk (X, 20, 2 BO
2. FEPREMA ST

S

ol

I
3t

M. XHEE
1. BRSO E BB
I, mEEH

1. Eff s g NS

N RIERG
1. VB BAF RGBS ANEY
2. [ AT RGBS AT R

BT B

— REAKEE

1. BRI R S S R A = 2R

2. BYEMESHEA (E-R R PMES S ih J5 ik

3. BRRXAMSHALAMRER CR. ol B B Rk, L.
SMEESED B

4. BRAFEEE RTINS DR

(L FiRatr (2) Mttt (3) MLt

5



(4) PEATT (5) HBEESH (6) HEigir 54y
5. P55 BOME S AR
6. HEIFHIEIE SQL i A i
. ERRBERE
1. FRAFEAE G 2R MO P (A B s s
2. FAFAESCREARE M2, T RILR R

BT THEHBEAR

—. HEH RS ER

1. BFHEN RGN LA ZIREE

2. HRIUTEN RGN FRIIREIAE, T i A TR 5 2
—. 3R EEHE

1. BERJERD . RO, M FE )
2. PRfEE RS IR B ARES
NE RS

1. HfF CPU 3 B4 R A T 1 J 3
2. PRFRAR A% AR A PAT HI AL AR
M. #ERS%

1. BRI R Z RS

2. T fRAFAE AR I R

|1l

BT EHFEGL

—. HEEHR
1. TR E S
2. PR EM 732E
(1) %187 i g BACE
(2) %587 SR B FE TR R

7K
73R

6



(3) B AGNr2E: SFREERG AR X AR A i
(4) FRWISCARBRTTVESY 2K Sy HBS . TED
N 1 £ 5% N
1. 7l BUAS MIRRE RS L AR AR AL R A RIS B
¥ (MD5 835, B aiik
2. TSR IR
. PKI #E&
1. 48 PKI & KA H
2. EiE PKI 2 B4y
(1) PKI 4508 (2) AAFA (3) FFiE
(4) CA (FURHIFD (5) RA GEMLIED
3. FRAEH W PKIET X.509 1A%
4. FRMRECFAIE R R
M. EFEESHEERE
1. TREESEE. WEEREPMS
2. Hf#EE 5 SM1, SM2. SM3. SM4. SM9 % i 5y2: 1)

|1l

Sk Tl
F—8 KEIRREEE

B KHETLRE

— KA TIEMR
1. FRAFEAFHRE X
2. FEPRYATE A A
3. BRI TRERE X
4. TR



=\ B ERR
1. FEARIRAG R [ 2N R

g 40 SR A 20 B LR o5

H fiAR R I A Y i 2 R LR

L fift [ AR 3 e TR o5

H At A R i R LR A

RIFE

. TIRF R LMK E . NWARIR R

R TR TAR 0 BB

(1) @RI (2) TR (3D T KA

(4) FTRAINSIAUE (5) FREH

. 2G5kt
1. 7RG SR ER. B CREHE
2. F UML FRIBIIE. wFeiE, 3 sh B AR B 3R T i
3. FERMFX RHER &3 AR5 AR
4, AR AN GBIk, R (SR, 1 RIS MLk
5. FRAREAFSERRIRE S

T B
1. BRMFERAIHT B
(1) ol (20 ERE (3) RGN (4) Lok
2. FRAEHAFIHAE A
FAIER: (1) SRiea (2) AgEE (3) s E
AN (1 Bl (Theelhid> (2) A&ihl (D

@Yy W N

|1l

N =

=W RSB EHE

—. JEEEMR
1. VESHE R AR HiR
2. MRBAITHBERE . BCE . PREAMRKUGE PR EAN A



3. TR H B B AR A
(1) BAFRE S AT CMM
(2) HAHIHE BRI OPM3
(3) TUH & B RAERA K-PMMM
(4) BAFHETT AL LR AR A CMMI
—. BANEREELTRE
1. 7RO HREAE RS S TR
2. PRI H BARE R
= BRRGREEH
1. BREE ARG LA
2. TMERAGZE T
3. VB ERF 2T HRE
(L) RESPPE (2) SKgHlE (3) Stz il
(4) 5 (5) Rpsdudt
4. TS R A B R I PrbritE 1ISO/IEC 27001

BB HHENMEESMERERHAR

BT HEHLNG

— TEHE AR
 FEPRFRNIN G E XM ZIRE, TSRS R R g s
2. TR LTI X AR o e A
3. TRER, BRI BRI IR SR
4, EIRIPEINX B GRERIRES, TN I = AR
. BoEE SRR
1. THAZ WKL, B Mgk Cnfdok. TR SEKEmAN IR
2. FEPRALREFA NS, BB EOR AT 5T R
PRI REEH

=

|1l



1. #4% OSI. TCP/IP W% S5 5R, FLRFFH S5 AL X 5] Kk &

2. B4R OS| LR B b W IZ IR, T A5 TE AR PR 25 B S A5 T o K AR ¥

3. B4R OSI L/ZMAY h B B % 2R, T AR S5 P ORI 42 ARQ 1

- TEENE HPRY

4. %47 OSI LJZHBERL A Vs ) 3 )7 2 MR, T AR EhAS 2 B8 U Il 42
P HEEERS S AT R

5. E& OSI LRI L% 2 INES:, 1 s F 2% e B SORA ZE 45 1) 502

6. ¥ 1& OS| LZBA sh i 2 HOME R, 1 R4 SE 42 ) 595 F1 TCP. UDP
B
M. THEHLM LN A

1. AR SR R T A AR S U R 77 v

2. T IRASHAFN R 2% 00 S ARG B iy 4

3. FERM bR (NAT) 1) TARJ5

A, T ML R R EMSC EE SOARAR S (HTTPD . ST R (FTPD.
iy B AL B B (SMTP) T4 J PR

5. TR RS 5 & E T 14 248 (DNS). 3h2s LB E Pri (DHCP),
WG E B (SNMP) AR EE

6. HERMEMASHELHE, FEORF WK Web R5# (41 Apache,
1S) WML E 7% FTP RSB E 77 WA AR 55 2% 148 2 A
[W=—WiRrS

= F% RSN

—v AREMHAR
1. BRSNS, AR R S AR AN T AR
2. FRIT TN WEEAINAR I ZR A 7 A RN ARSI 22 Gt ) AT i 22
3. FEIRFHATI . 1R A I AT AR Wi NS N ARAS I LA AT H50AR
4. TN F G0 E AL Bk K TR AR

10



5. THEFINMHEAR GRS N TAREES) 15 N EHA AT 1 2 FH i 5
S AE R
Z. NEBIEEAR
1. BRMRIET EHL. WIS NAZ BT R Se i) i 2
2. TIRNZBIEE W RS RE
(1) SERHIERAMEE IS (2) AT (3) Hy % /i
(4) PN (5) Web BB (6) W% eH
(7) ] FH R i FH 4 il
3. TRNIZBIE R G LS B A
(1 FaaEaR et (2) 1P EAER (3) TCP RS EAR
(4) TCPRHEHAFAR (5) SA MHRAFA (6) DDoS FiyuifiA
4. T RENRPIE RGBT
(1) ZARIEULEL (2) RCEMA (3D BH P BER A At
(4) ZEZULES (5) Mo 3 AL
NS E 5 N
1. BRI E LR, IF TR WA
(D) IR SRR 3. Bt aEik. BTt
(2) IRTFAHARSENS . e T M. T Va6
(3) IWFEHARTRAE: HAxRW. 528380 I
2. THRASHNL BEEaE B kS L B IR, T AR 4 %
GHESEHEFZN
3. THHEIERGINHE Wi, 1 WHEE RS W2 AR
A, T EHCHE P IR, T AR P R R AR
5. T Web % W 24w, T Web JwiF & W4 77 1%

|1l

FB=T Bk

= B KRR AR
1. 7R K AR R R g

11



2. TR KISy T

(L) 8 WA AR K Bk a

(2) Tl KBRS I IERIPT KRG B AR HE B By ok 4

(3) B KEmaitt sy B— LN KBE . B 2R EE el k. A sl

B K it
—. BrkEERAR

1. T RSEREEE KRG P A PR AR . IR A L X 4% ik 3 4 e R
(NAT). ARHR S5 B  J5 2

2. H4E Web B ki, TR O SR e Sk B K A ) S A i

3. THRT AR kISR AR (NGFW) IR G I A 2458 7 5 K i 45 A
=, BiKHEMEERE

1.7 R BT KB 2 B A D IR

(1) TR (2) EREBT KRG (3D BRI 3 b

(4) FCEPGkEFENE (5) MR (6) Mg

2. TR KRG IR IR &

3. THVIREHIZIZR (ACL). M2 Hbk# e (NAT). B2l % H R4 (VPN
ST K B B TR

—. BENARR

1. 7EEENAr A i

2. BESIE R R

(L) bR (20 BVETERN (3) Al fzdt s

(4) BARTEIRI (5) fFe/hsgmala il (60 pra kN
— BEWNEATERAE

1. VE@ENGE NS, ERMANREEE . P s sEiE. SQL
TENIRIFTZIR « BAL T 1) Al FH 25 DY RS i g i

2. T HE B TR ARIRE R T A

12



(L FERETHR: moAfds TR, BRME LA, Mg TAS
(2) IR TR MR TR /GRS TR

BLHW MEZaEH

—. M%ZEMR

1. VR es il R R ER, ERATHME PLEME. 8EE. AR
A 55 A 5 1 ) 2 AR

2. TIRGERRT . AR FE 48 IR 5 Bud A =P 2% 22 4 BT TR
72 A I SR R

3. FARM B I F PRI WL, RIS BGE . RN
=, Mg hERes

1. TR M 1 B b

(1) A7 1k A T3 I 2% L& Ao 5 Q2

(2) PiibifE B EETOR ., HU SO A IR

(3D SEHAT 0 28 T ML A o) 4% D IR 0 — 5 AN R 4%

2. TR IO 265 W A T A P s P R A ) S =

3. Tf# Sniffer ffEM, 48 Sniffer BAEELFH AL
. BERG R E

1. VRSN e v i [ B FAE I (CC FRite)

2. BRREG R VM B 2R R REGH MR R Zobrid
PG SRR S, Ui Il B0 AE AR5 R P 25

3. HEiRZERERGHFEARRE

(1) Fe/NEBUREN (20 H 3205 45

(3) RAHITIhEE (4) wAIkiE e Thhg

4. Ff# Windows. Linux PLACHE WL E = E RG22 TRe. IIENLE]
A 2 5t 22 422577 ) 57 7]
M. HEHRE

1. FERI R R E SCRITH S 25 1R

1]

13



2. JRIEREAAE TR . AR QTR IR RE /IS R R A 20 2R

3. AR IR A SUR R OB . R AR B VR A
4. BRE RO IR IR

(1) FEFP A se B AR I (2) 953 R A s U
(3) JA R AT R (4) SEINF R 2% i Al

(5) SRR

v MK/ ZEEHZLRYT 2.0 trifE

1. TSRS 1.0, SRR 2.0 REDIFE
2. MRRSEHRYT 2.0 FF

3. FEREELRY— ELHR )

(L BERTH (2) 53R E (3 HWERTH
(4) sail R4 (5) LHERIPHK

E=F MERRARESE

1]

~ BEEMK LY

1. 7 AR5 A 0 4 A (A

2. HRFAGATINESSE S

(1) PhG e (2) B

(3) ZhAHIBLRIEE] (4) F2A% 45 22 4o 1] 2 )

~ ISP EEH

1. 7R AT AE R 2 B B M

2. PR TS WY 2% GEAA R ALE

(1) ML AT B AT BT 5 AT R

(2) PN II RTS8 € 1% 4 s I H 22 4 SR v {5 241
(3) BEEHRFNBEEN, RGahSy Rt

~ BEh BN

1. FRAR 5G 25 H LM M2
2. H{2 5G 5 BB 14 55

14

Ji3k


https://baike.baidu.com/item/%E5%AE%89%E5%85%A8%E7%AD%96%E7%95%A5
https://baike.baidu.com/item/%E5%AE%89%E5%85%A8%E7%AD%96%E7%95%A5

AR

(L) mEE (2) RIIE (3) K& (4 IRIh#E (5) mualt
3. TR 6G P4 3L A SR B

» MENE=THE

1. VRt YR RIS 2 Ay

2. Bt EIRSEERAL, B laaS. PaaS Al SaaS
3. BRI N BAE 5 I 22 4 AR

4. V= A AR 22 4 i)

. XHREE

1. TR XBEERIBES

2. PRARIXREE R RGN

(L #Hez (2) MZ%E (3 HiRE

(4 Wz (5) 541E (6) NMHZE

3. BRXHBEN A A EE. BCBEE. AARERIMES Mg A in)

N ALER

1. T mgs . RESE] . KRS

2. TREENAERA AN TR R LR/l 1R R IO
3. TN BENARE M 2% 2 4 N

4. TN TR REME AL T R 000 2% 4 1) 22 4 XU

ETEBERA

1. TETEARNE MR, BTG, 275 AN LEREENMS
2. [RETEETARTMS

3. TETEMNNMA, SFETEYIR. BT REHREES

4. TR T EOR M4 28] 2 AR R J i R (R

E =B A EREAR

1. 7 RS BIHAR NS [ 52 2 ) H B

2. TSGR BERG. B, FIRFERE ERE S RINAAK. R
3. TR B 2 i RIS, Thag

15


https://www.zhihu.com/search?q=%E7%BD%91%E7%BB%9C%E7%A9%BA%E9%97%B4%E5%AE%89%E5%85%A8&search_source=Entity&hybrid_search_source=Entity&hybrid_search_extra=%7B%22sourceType%22%3A%22answer%22%2C%22sourceId%22%3A2522350056%7D

	第一篇 公共知识
	第一章 习近平总书记关于网络强国的重要思想
	第二章 网信领域法律法规
	第一节 法律
	第二节 行政法规
	第三节 部门规章

	第三章 专业技术人员职业道德

	第二篇 基础知识
	第一章 计算机基础
	第一节 程序设计
	第二节 数据结构
	第三节 操作系统
	第四节 数据库
	第五节 计算机硬件基础

	第二章 密码学基础

	第三篇 专业知识
	第一章 软件工程及项目管理
	第一节 软件工程
	第二节 软件项目管理

	第二章 计算机网络与网络安全技术
	第一节 计算机网络
	第二节 网络安全监测
	第三节 防火墙
	第四节 渗透技术
	第五节 网络安全管理

	第三章 网信技术发展趋势


